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[bookmark: _Toc223775593]1. Introduction and Purpose
[bookmark: _Toc223775594]1.1 Introduction
[Organisation Name] provides its personnel with access to information systems, networks, devices, and digital resources to support the effective performance of their duties. These resources represent a significant investment and are essential to the organisation’s operations, reputation, and competitive position.
The security and integrity of these resources depend on the responsible behaviour of every individual who uses them. Misuse, whether intentional or accidental, can result in data breaches, legal liability, financial loss, reputational damage, and disruption to business operations.
This Acceptable Use Policy establishes the rules and expectations that govern how [Organisation Name]’s information and technology resources are to be used. It is designed to protect both the organisation and its personnel by setting clear boundaries for acceptable behaviour while enabling productive use of organisational resources.
[bookmark: _Toc223775595]1.2 Purpose
The purpose of this policy is to:
1. Define what constitutes acceptable and unacceptable use of [Organisation Name]’s information systems, networks, devices, and data.
1. Protect [Organisation Name]’s information assets, infrastructure, and reputation from threats arising from misuse of technology resources.
1. Ensure that all users understand their responsibilities when accessing or using organisational resources.
1. Establish the basis for disciplinary action in the event of policy violations.
1. Support compliance with applicable laws, regulations, and contractual obligations related to information security and data protection.
[bookmark: _Toc223775596]1.3 Policy Statement
[Organisation Name] expects all users of its information and technology resources to exercise good judgment, act responsibly, and use these resources in a manner that is lawful, ethical, and consistent with the organisation’s business interests. All users must respect the rights and privacy of others and must not expose the organisation to unnecessary risk.
[bookmark: _Toc223775597]2. Scope
[bookmark: _Toc223775598]2.1 Organisational Scope
This policy applies to:
1. All employees of [Organisation Name], whether full-time, part-time, or temporary.
1. All contractors, consultants, and freelancers engaged by [Organisation Name].
1. All third parties granted access to [Organisation Name]’s information systems, networks, or facilities.
1. Any individual using [Organisation Name]’s technology resources, regardless of location.
[bookmark: _Toc223775599]2.2 Systems and Resources Scope
This policy covers all technology resources owned, leased, or managed by [Organisation Name], including but not limited to:
1. Desktop computers, laptops, tablets, and mobile phones (whether organisation-owned or personal devices used for business purposes).
1. Email systems, messaging platforms, and collaboration tools.
1. Internet and intranet access.
1. Cloud services, software-as-a-service applications, and file storage platforms.
1. Telephone and voicemail systems.
1. Printers, scanners, and multifunction devices.
1. Network infrastructure, including wired and wireless networks, VPN connections, and remote access systems.
1. Development environments, code repositories, and testing systems.
1. Social media accounts operated on behalf of [Organisation Name].
[bookmark: _Toc223775600]3. Definitions and Terminology
[bookmark: _Toc223775601]3.1 Core Concepts
	Term
	Definition

	User
	Any individual who accesses or uses [Organisation Name]’s information systems, networks, or technology resources, regardless of their employment status or contractual relationship.

	Information System
	Any combination of hardware, software, data, and network resources used to collect, process, store, or transmit information in support of business operations.

	Authorised Use
	Use of organisational resources that is directly related to the user’s job function, is consistent with this policy, and has been approved by the user’s manager or the resource owner.

	Personal Use
	Use of organisational resources for purposes unrelated to the user’s job function. Limited personal use may be permitted under the conditions specified in this policy.

	Sensitive Information
	Any information classified as Confidential or Restricted under [Organisation Name]’s Data Classification and Handling Policy, including personal data, financial records, trade secrets, and client information.

	Removable Media
	Portable storage devices including USB drives, external hard drives, memory cards, optical discs, and any other device capable of storing and transporting digital data.

	Bring Your Own Device (BYOD)
	The practice of using personally owned devices to access organisational information systems and data.

	Shadow IT
	The use of information technology systems, software, or services without the knowledge or approval of the IT department or information security function.


[bookmark: _Toc223775602]4. Related Documents
[bookmark: _Toc223775603]4.1 Supporting Policies
	Document ID
	Document Title
	Description

	POL-001
	Information Security Policy
	Overarching policy governing [Organisation Name]’s information security programme.

	POL-003
	Access Control Policy
	Requirements for managing user access to information systems.

	POL-004
	Data Classification and Handling Policy
	Classification levels and handling requirements for information assets.

	POL-005
	Password and Authentication Policy
	Password complexity, multi-factor authentication, and credential management.

	POL-006
	Remote Working Policy
	Security requirements for personnel working outside organisational premises.

	POL-007
	Mobile Device Policy
	Governs use of mobile devices and BYOD arrangements.

	POL-010
	Data Retention and Disposal Policy
	Retention periods and secure disposal methods for information.


[bookmark: _Toc223775604]5. Acceptable Use Requirements
[bookmark: _Toc223775605]5.1 General Principles
All users are expected to use [Organisation Name]’s information and technology resources responsibly and in accordance with the following principles:
1. Resources are provided primarily for business purposes. Use must support or not interfere with the user’s job responsibilities and [Organisation Name]’s operations.
1. Users must comply with all applicable laws, regulations, licences, and contractual obligations when using organisational resources.
1. Users must respect the privacy, intellectual property, and other rights of [Organisation Name], its employees, its clients, and third parties.
1. Users must not use organisational resources in any way that could harm [Organisation Name]’s reputation, disrupt its operations, or expose it to legal or financial risk.
1. Users are responsible for the security of any organisational resources and data entrusted to them and must take reasonable steps to protect them from unauthorised access, loss, or damage.
[bookmark: _Toc223775606]5.2 Email and Messaging
[Organisation Name]’s email and messaging systems are provided for business communication. Users must:
1. Use organisational email accounts for all business correspondence. Personal email accounts must not be used to conduct [Organisation Name] business or to transmit organisational data.
1. Exercise caution when opening email attachments or clicking links, particularly from unknown or unexpected senders. Suspicious emails must be reported to the IT helpdesk or security team immediately.
1. Not send or forward emails containing sensitive information unless appropriate protection measures (such as encryption) are applied in accordance with the Data Classification and Handling Policy.
1. Not use email or messaging systems to send unsolicited bulk messages, chain letters, or spam.
1. Not create, send, or forward messages that are harassing, discriminatory, defamatory, obscene, threatening, or otherwise offensive or inappropriate.
1. Include appropriate confidentiality notices in external communications where required by organisational procedures.
1. Be aware that email and messaging content may be monitored, logged, and retained in accordance with applicable laws and the organisation’s monitoring policy.
[bookmark: _Toc223775607]5.3 Internet and Web Access
[Organisation Name] provides internet access to support business operations. Users must:
1. Use internet access primarily for business-related purposes. Limited personal use is permitted provided it does not interfere with work duties, consume excessive bandwidth, or violate any provision of this policy.
1. Not access, download, or distribute material that is illegal, obscene, hateful, discriminatory, or otherwise inappropriate in a professional environment.
1. Not download or install software, browser extensions, or plugins without prior authorisation from the IT department. Unauthorised software may introduce security vulnerabilities and licensing risks.
1. Not use internet access to conduct personal business ventures, engage in gambling, or access streaming media services in a manner that degrades network performance for other users.
1. Not attempt to bypass or circumvent web content filters, proxy servers, or other network security controls.
1. Be aware that internet activity, including websites visited and files downloaded, may be monitored and logged.
[bookmark: _Toc223775608]5.4 Passwords and Authentication
Strong authentication is a critical defence against unauthorised access. Users must:
1. Create passwords that meet the complexity requirements specified in the Password and Authentication Policy.
1. Keep passwords confidential. Passwords must not be shared with any other person, including colleagues, managers, or IT support staff.
1. Not write passwords down or store them in unencrypted files, spreadsheets, or sticky notes.
1. Use a different password for each system or account. Password reuse across systems is prohibited.
1. Use multi-factor authentication wherever it is available and required.
1. Change passwords immediately if there is any reason to believe they have been compromised.
1. Not use organisational passwords for personal accounts or services.
1. Use an approved password manager for storing and managing credentials where one is provided by the organisation.
[bookmark: _Toc223775609]5.5 Devices and Endpoints
Users are responsible for the security of devices used to access [Organisation Name]’s information and systems:
1. Organisation-owned devices must be used in accordance with the configuration and security settings applied by the IT department. Users must not disable, modify, or circumvent security software, encryption, or other protective controls.
1. Devices must be locked (screen lock with authentication required) when left unattended, even for short periods.
1. Devices containing organisational data must be encrypted using the encryption solution approved and deployed by the IT department.
1. Lost or stolen devices must be reported to the IT department and the user’s line manager immediately upon discovery.
1. Personal devices used under BYOD arrangements must comply with the requirements of the Mobile Device Policy and must be enrolled in the organisation’s mobile device management solution where required.
1. Users must not connect unauthorised devices to [Organisation Name]’s network, including personal devices not approved under BYOD, USB devices from unknown sources, or rogue wireless access points.
[bookmark: _Toc223775610]5.6 Removable Media and Data Transfer
The use of removable media presents risks of data loss and malware introduction:
1. The use of removable media (USB drives, external hard drives, optical discs) is prohibited unless explicitly authorised by the IT department or information security function.
1. Where removable media use is authorised, only organisation-provided and encrypted devices may be used.
1. Sensitive information must not be transferred to removable media unless there is a legitimate business requirement, the transfer has been approved, and appropriate encryption is applied.
1. Found or unsolicited removable media must never be connected to any organisational device. Such items must be handed to the IT department.
1. Data transfers to external cloud storage services, personal email, or file-sharing platforms are prohibited unless authorised through a formal approval process.
[bookmark: _Toc223775611]5.7 Cloud Services and Software
[Organisation Name] manages its cloud services and software portfolio to ensure security and compliance:
1. Only cloud services and software applications that have been approved by the IT department may be used for business purposes. The use of unapproved services (shadow IT) is prohibited.
1. Users must not store organisational data in personal cloud storage accounts (such as personal Google Drive, Dropbox, or iCloud accounts).
1. Users must not sign up for cloud services using their organisational email address without prior approval.
1. Software must only be installed on organisational devices by the IT department or through an approved self-service mechanism.
1. Users must comply with all software licence terms and must not copy, distribute, or use pirated software on organisational devices.
[bookmark: _Toc223775612]5.8 Network and Remote Access
Secure network usage is essential to protecting organisational resources:
1. Users must connect to [Organisation Name]’s network only through approved methods, including the corporate VPN when working remotely.
1. Users must not attempt to gain unauthorised access to any network, system, or data, whether belonging to [Organisation Name] or to any third party.
1. Users must not run network scanning, packet capture, or vulnerability assessment tools unless explicitly authorised as part of their job function.
1. Users must not establish unauthorised wireless access points, network bridges, or other network infrastructure.
1. When using public Wi-Fi networks, users must use the corporate VPN to encrypt all traffic. Sensitive organisational data must not be accessed over unencrypted connections.
1. Users must not share their network credentials or VPN access with any other person.
[bookmark: _Toc223775613]5.9 Social Media
[Organisation Name] recognises that personnel may use social media both personally and professionally:
1. Only authorised personnel may represent [Organisation Name] on social media or make statements that could reasonably be attributed to the organisation.
1. When using personal social media accounts, users must not disclose confidential or proprietary information about [Organisation Name], its clients, partners, or business operations.
1. Users must clearly distinguish between personal opinions and official organisational positions when discussing topics related to their work on personal social media.
1. Users must not use organisational email addresses to register for personal social media accounts.
1. Users must not engage in social media activity that could harass, bully, or discriminate against colleagues, clients, or other individuals connected with the organisation.
[bookmark: _Toc223775614]5.10 Physical Security of Information
Information security extends beyond digital systems:
1. Printed documents containing sensitive information must not be left unattended on desks, in printers, or in other accessible locations. Users must adopt a clear desk practice for sensitive materials.
1. Sensitive documents must be disposed of securely using approved shredding or secure disposal facilities. They must not be placed in general waste or recycling bins.
1. Whiteboards and displays containing sensitive information must be cleared after use, particularly in shared or public spaces.
1. Visitors to organisational premises must be accompanied in areas where they could observe or access sensitive information.
1. Access badges and keys must not be shared with or lent to others. Tailgating (allowing others to follow through secure doors without their own authentication) is prohibited.
[bookmark: _Toc223775615]6. Prohibited Activities
The following activities are expressly prohibited when using [Organisation Name]’s information and technology resources. This list is illustrative, not exhaustive:
Security Violations
1. Attempting to access systems, accounts, data, or network segments for which the user is not authorised.
1. Sharing authentication credentials with any other person or using another person’s credentials.
1. Introducing malicious software (viruses, worms, trojans, ransomware) to any system, whether intentionally or through reckless behaviour.
1. Disabling, circumventing, or tampering with security controls, including antivirus software, firewalls, content filters, and endpoint protection tools.
1. Intercepting, monitoring, or recording network traffic or communications of other users without explicit authorisation.
Data and Privacy Violations
1. Accessing, copying, or distributing data that the user is not authorised to handle.
1. Transmitting sensitive or confidential information to unauthorised recipients or through unapproved channels.
1. Accessing or disclosing the personal data of employees, clients, or other individuals without a legitimate business purpose and appropriate authorisation.
1. Removing or exfiltrating organisational data without authorisation, including through personal email, cloud services, or removable media.
Illegal and Unethical Activities
1. Using organisational resources for any illegal purpose, including fraud, harassment, discrimination, stalking, or the distribution of illegal content.
1. Downloading, storing, or distributing copyrighted material in violation of applicable intellectual property laws.
1. Using organisational resources for personal commercial ventures, gambling, or cryptocurrency mining.
1. Impersonating another individual or misrepresenting one’s identity or authority in electronic communications.
1. Creating, accessing, or distributing material that is pornographic, hateful, discriminatory, threatening, or otherwise grossly offensive.
Resource Misuse
1. Consuming excessive bandwidth, storage, or processing resources in a manner that degrades service for other users.
1. Using organisational systems to send bulk unsolicited messages (spam) for any purpose.
1. Altering system configurations, installing unauthorised software, or modifying hardware without IT department approval.
[bookmark: _Toc223775616]7. Monitoring and Privacy
[Organisation Name] reserves the right to monitor, log, and review the use of its information and technology resources to the extent permitted by applicable laws and regulations. Monitoring may include:
1. Email content, metadata, and attachments.
1. Internet and web browsing activity, including URLs visited and data transferred.
1. File access, creation, modification, and deletion on organisational systems.
1. Network traffic, including data volumes and connection patterns.
1. Application usage and login activity.
1. Physical access logs for secure areas.
Monitoring is conducted for legitimate purposes, including protecting information security, investigating suspected policy violations, ensuring compliance with legal and regulatory obligations, and supporting the performance and reliability of IT services.
Users should have no expectation of privacy when using [Organisation Name]’s information and technology resources. Even where limited personal use is permitted, personal communications and data on organisational systems may be accessed during the course of monitoring, investigation, or system maintenance.
Any monitoring will be conducted in compliance with applicable data protection and employment laws. Information obtained through monitoring will be handled in accordance with the organisation’s data protection policies and will be accessible only to authorised personnel with a legitimate need.
[bookmark: _Toc223775617]8. Roles and Responsibilities
All Users
1. Reading, understanding, and complying with this policy and all related security policies.
1. Using organisational resources responsibly, ethically, and in accordance with the principles set out in this policy.
1. Reporting suspected security incidents, policy violations, or suspicious activity promptly.
1. Completing mandatory information security awareness training.
1. Asking for clarification from the IT department or the information security team if unsure whether a particular use is acceptable.
Line Managers
1. Ensuring their team members are aware of and comply with this policy.
1. Addressing policy violations within their teams in accordance with the organisation’s disciplinary procedures.
1. Approving access requests and reviewing access rights for their team members.
IT Department
1. Implementing and maintaining the technical controls necessary to enforce this policy.
1. Managing the approval process for software, cloud services, and removable media use.
1. Monitoring organisational resources for security threats and policy violations.
1. Providing guidance and support to users on acceptable use matters.
Information Security Lead
1. Maintaining this policy and ensuring it remains current and relevant.
1. Investigating reported policy violations and recommending appropriate action.
1. Reporting on compliance with this policy to senior management.
[bookmark: _Toc223775618]9. Compliance
[Organisation Name] will maintain the controls and processes necessary to monitor compliance with this policy. Compliance monitoring may include automated technical controls, periodic audits, and management reviews.
All users are required to confirm their understanding and acceptance of this policy upon joining the organisation and annually thereafter. This confirmation may be obtained through the HR onboarding process, the security awareness training programme, or a separate acknowledgement mechanism.
[bookmark: _Toc223775619]10. Policy Enforcement and Exceptions
Enforcement
Compliance with this policy is mandatory. Violations may result in:
1. Temporary or permanent revocation of access to specific systems or resources.
1. Formal disciplinary action up to and including termination of employment or contract.
1. Civil or criminal legal proceedings where the violation involves illegal activity.
1. Liability for costs incurred by [Organisation Name] as a result of the violation.
The severity of the response will be proportionate to the nature and impact of the violation, the user’s intent, and any previous violations. All suspected violations will be investigated fairly and consistently.
Exceptions
Exceptions to this policy must be:
1. Requested in writing with a clear business justification.
1. Approved by the Information Security Lead.
1. Time-limited and subject to periodic review.
1. Documented in the policy exception register.
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