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[bookmark: _Toc223775841]1. Introduction and Purpose
[bookmark: _Toc223775842]1.1 Introduction
Information security incidents are an unavoidable reality for any organisation that relies on information technology. The question is not whether an incident will occur, but how quickly and effectively the organisation can detect, contain, and recover from it.
This Incident Response Plan provides [Organisation Name] with a structured, repeatable process for managing information security incidents from initial detection through resolution and post-incident review. It ensures that incidents are handled in a way that minimises business impact, preserves evidence, meets legal and regulatory notification obligations, and generates lessons that strengthen the organisation’s security posture.
This plan is a living document. It will be tested regularly, updated based on lessons learned, and reviewed at least annually to ensure it remains current and effective.
[bookmark: _Toc223775843]1.2 Purpose
The purpose of this plan is to:
1. Establish a clear, step-by-step process for identifying, reporting, assessing, containing, eradicating, and recovering from information security incidents.
1. Define the roles, responsibilities, and authority of the Incident Response Team and other key personnel.
1. Ensure that incidents are communicated to the appropriate internal and external stakeholders in a timely and controlled manner.
1. Preserve evidence to support investigation, root cause analysis, and potential legal or disciplinary proceedings.
1. Meet notification obligations under applicable data protection laws, regulations, and contractual commitments.
1. Drive continuous improvement through post-incident review and corrective action.
[bookmark: _Toc223775844]1.3 Plan Activation
This plan is activated whenever a confirmed or suspected information security incident is reported. The Information Security Lead (or designated deputy) has the authority to formally activate this plan and to convene the Incident Response Team.
In the absence of the Information Security Lead, the activation authority passes to the [IT Director / CTO / designated alternate], who will assume the Incident Commander role until the Information Security Lead is available.
[bookmark: _Toc223775845]2. Scope
[bookmark: _Toc223775846]2.1 Organisational Scope
This plan applies to all information security incidents affecting [Organisation Name]’s information assets, systems, networks, and data, regardless of where those assets are located or who manages them. This includes incidents affecting:
1. On-premises systems and infrastructure.
1. Cloud-hosted services and platforms.
1. Third-party managed services and outsourced IT operations.
1. Remote workers and their devices.
1. Physical security incidents that impact information assets.
[bookmark: _Toc223775847]2.2 Incident Types
This plan covers all categories of information security incidents, including but not limited to:
1. Malware infections (ransomware, trojans, worms, spyware).
1. Unauthorised access to systems, applications, or data.
1. Data breaches involving personal data, confidential business information, or intellectual property.
1. Denial-of-service attacks and network disruptions.
1. Phishing, social engineering, and business email compromise.
1. Insider threats (malicious or negligent actions by employees or contractors).
1. Loss or theft of devices containing organisational data.
1. Physical security breaches affecting information assets.
1. Supply chain compromises affecting organisational systems or data.
1. Vulnerability exploitation and zero-day attacks.
[bookmark: _Toc223775848]3. Definitions and Terminology
[bookmark: _Toc223775849]3.1 Core Concepts
	Term
	Definition

	Security Event
	An observable occurrence in a system, network, or service that may indicate a potential security issue. Not all events are incidents.

	Security Incident
	A confirmed or strongly suspected breach of security policy, acceptable use policy, or security controls that compromises the confidentiality, integrity, or availability of information.

	Incident Response Team (IRT)
	The designated group of individuals responsible for managing the response to a security incident, from detection through recovery and post-incident review.

	Incident Commander
	The individual with overall authority and responsibility for managing a specific incident. Typically, the Information Security Lead or their designated deputy.

	Severity Level
	A classification assigned to an incident based on its actual or potential impact on business operations, data sensitivity, and scope of compromise.

	Containment
	Actions taken to prevent an incident from spreading or causing additional damage while preserving evidence for investigation.

	Eradication
	The process of removing the root cause of the incident from the environment, including eliminating malware, closing vulnerabilities, and revoking compromised credentials.

	Recovery
	The process of restoring affected systems and services to normal operation and confirming that they are functioning correctly and securely.

	Evidence Preservation
	The collection, handling, and storage of digital and physical evidence in a manner that maintains its integrity and admissibility for potential legal or disciplinary proceedings.

	Post-Incident Review
	A structured analysis conducted after an incident to identify root causes, assess the effectiveness of the response, and recommend improvements.


[bookmark: _Toc223775850]4. Incident Response Team
[bookmark: _Toc223775851]4.1 Team Composition
The Incident Response Team consists of the following core roles. Additional members may be co-opted based on the nature and severity of the incident.
	Role
	Primary Responsibility
	Filled By

	Incident Commander
	Overall authority for incident management decisions, resource allocation, and external communications.
	[Information Security Lead]

	Technical Lead
	Technical investigation, containment, eradication, and recovery activities.
	[Senior IT Engineer / Sysadmin]

	Communications Lead
	Internal and external communications, including employee notifications, customer communications, and media enquiries.
	[Head of Communications / Marketing]

	Legal Advisor
	Legal obligations, regulatory notifications, evidence preservation requirements, and liaison with law enforcement.
	[General Counsel / External Legal]

	Business Liaison
	Impact assessment, business continuity coordination, and communication with affected business units.
	[COO / Department Head]

	Scribe / Documenter
	Maintaining the incident log, recording decisions, actions, and timelines throughout the incident lifecycle.
	[Designated team member]


[bookmark: _Toc223775852]4.2 Contact Information
A current contact list for all Incident Response Team members, including primary and alternate contacts, office and personal phone numbers, and email addresses, is maintained separately in [location of contact list]. This contact list is reviewed and updated quarterly.
The IRT can be reached through the following primary channels:
1. Security incident email: [security@organisationname.com]
1. Emergency phone line: [phone number]
1. Messaging channel: [designated secure messaging channel]
[bookmark: _Toc223775853]5. Incident Severity Classification
Incidents are classified into severity levels to guide the urgency and scale of the response. The Incident Commander assigns the initial severity level, which may be adjusted as more information becomes available.
	Severity
	Criteria
	Response Time
	Examples

	Critical (S1)
	Active, widespread compromise with significant business impact. Affects critical systems, large volumes of sensitive data, or poses imminent regulatory or reputational risk.
	Immediate (within 30 minutes)
	Active ransomware attack, large-scale data breach of customer PII, compromise of core financial systems.

	High (S2)
	Confirmed compromise with contained but significant impact. Affects important systems or sensitive data with potential for escalation.
	Within 2 hours
	Compromised privileged account, targeted phishing with credential theft, malware on multiple endpoints.

	Medium (S3)
	Suspected or confirmed incident with limited immediate impact but requiring investigation and potential remediation.
	Within 8 business hours
	Single endpoint malware, unauthorised access attempt blocked, lost unencrypted USB drive.

	Low (S4)
	Minor security event with negligible business impact. May indicate a control weakness requiring attention.
	Within 2 business days
	Policy violation, single phishing email reported, minor misconfiguration identified.


[bookmark: _Toc223775854]6. Incident Response Phases
[bookmark: _Toc223775855]6.1 Phase 1: Detection and Reporting
Effective incident response begins with timely detection and reporting. Incidents may be detected through:
1. Automated monitoring and alerting tools (SIEM, IDS/IPS, endpoint detection, cloud security monitoring).
1. Reports from employees, contractors, or third parties.
1. Notifications from external sources (security researchers, law enforcement, threat intelligence feeds, vendor advisories).
1. Findings from vulnerability assessments, penetration tests, or audits.
1. Customer or partner complaints.
All personnel are required to report suspected security incidents immediately through any of the following channels:
1. Email: [security@organisationname.com]
1. Phone: [IT helpdesk / emergency security line]
1. In person: directly to any member of the IT or security team.
Reports should include as much detail as possible: what was observed, when it was observed, which systems or data may be affected, and any actions already taken. Reporters should not attempt to investigate or remediate the issue themselves unless they are qualified and authorised to do so.
[bookmark: _Toc223775856]6.2 Phase 2: Triage and Assessment
Upon receiving a report, the designated first responder will:
1. Acknowledge receipt of the report and record it in the incident tracking system.
1. Perform an initial assessment to determine whether the report constitutes a security event, a suspected incident, or a confirmed incident.
1. Assign an initial severity level based on the criteria in Section 5.
1. Notify the Incident Commander if the event is classified as a suspected or confirmed incident of Medium severity or above.
1. Begin the incident log, recording the time of report, initial findings, severity classification, and actions taken.
The Incident Commander will decide whether to formally activate this plan and convene the Incident Response Team based on the severity assessment.
[bookmark: _Toc223775857]6.3 Phase 3: Containment
The goal of containment is to prevent the incident from spreading or causing further damage while preserving evidence for investigation. Containment strategies depend on the type and severity of the incident.
Short-Term Containment (Immediate)
1. Isolate affected systems from the network (disconnect cables, disable network ports, block at firewall).
1. Disable compromised user accounts and revoke session tokens.
1. Block malicious IP addresses, domains, or email addresses at the perimeter.
1. Redirect traffic away from affected systems.
1. Capture volatile evidence (memory dumps, running processes, network connections) before taking further action.
Long-Term Containment
1. Apply temporary fixes (patches, configuration changes) to prevent re-exploitation.
1. Rebuild compromised systems from known-good images if necessary.
1. Implement enhanced monitoring on potentially affected systems.
1. Restrict access to affected applications or data repositories.
All containment actions must be documented in the incident log with timestamps, the rationale for each action, and the name of the individual who authorised and executed it.
[bookmark: _Toc223775858]6.4 Phase 4: Eradication
Once the incident is contained, the root cause must be identified and eliminated:
1. Remove malware, backdoors, unauthorised accounts, and any other artefacts introduced by the attacker.
1. Patch or remediate the vulnerability that was exploited.
1. Reset all credentials that may have been compromised, including service accounts and API keys.
1. Review and harden configurations on affected and related systems.
1. Verify that the threat actor no longer has access to any organisational systems.
1. Update security controls (firewall rules, IDS signatures, email filters) to detect and block the specific attack vector.
[bookmark: _Toc223775859]6.5 Phase 5: Recovery
Recovery involves restoring affected systems and services to normal operation:
1. Restore systems from verified clean backups or rebuild from known-good images.
1. Verify the integrity of restored data and system configurations.
1. Gradually reconnect restored systems to the network, monitoring closely for any signs of reinfection or continued compromise.
1. Conduct validation testing to confirm that systems are functioning correctly and securely.
1. Restore user access in a controlled manner, requiring password resets where appropriate.
1. Confirm with business stakeholders that services have been restored to acceptable levels.
Enhanced monitoring should remain in place for a defined period (typically 30–90 days) following recovery to detect any residual threats or related incidents.
[bookmark: _Toc223775860]6.6 Phase 6: Post-Incident Review
A post-incident review will be conducted for all incidents of Medium severity or above within 10 business days of incident closure. The review will address:
1. A complete timeline of the incident, from initial compromise (where known) through detection, response, and resolution.
1. What happened, why it happened, and what the actual business impact was.
1. What worked well in the response, and what did not.
1. Root cause analysis: the underlying vulnerabilities, control failures, or process gaps that allowed the incident to occur.
1. Recommendations for corrective actions, including specific control improvements, process changes, and training needs.
1. Assignment of corrective actions to named owners with defined deadlines.
Post-incident review reports will be shared with senior management and relevant stakeholders. Corrective actions will be tracked to completion through the risk register or the organisation’s issue tracking system.
[bookmark: _Toc223775861]7. Communication
[bookmark: _Toc223775862]7.1 Internal Communication
During an active incident, the Incident Commander controls all communications:
1. The Incident Response Team will communicate through a designated secure channel that is separate from potentially compromised systems.
1. Updates to senior management will be provided at regular intervals determined by the severity level (e.g., hourly for Critical, every 4 hours for High).
1. Affected business units will be notified of the impact on their operations and the expected timeline for resolution.
1. All-staff communications will be issued only when authorised by the Incident Commander and drafted by the Communications Lead.
[bookmark: _Toc223775863]7.2 External Communication
External communications may be required to notify regulators, customers, partners, law enforcement, or the media:
1. Regulatory notifications will be made within the timeframes required by applicable laws (e.g., 72 hours under GDPR for personal data breaches). The Legal Advisor is responsible for determining notification obligations.
1. Customer and partner notifications will be drafted by the Communications Lead, reviewed by the Legal Advisor, and approved by the Incident Commander before release.
1. Media enquiries will be handled exclusively by the Communications Lead or a designated spokesperson. No other personnel are authorised to make statements to the media.
1. Law enforcement engagement will be coordinated by the Legal Advisor. The decision to involve law enforcement will be made by the Incident Commander in consultation with senior management.
[bookmark: _Toc223775864]7.3 Communication Templates
Pre-approved communication templates are maintained for the following scenarios. Templates are stored in [location] and should be customised for each incident:
1. Initial internal notification to senior management.
1. All-staff advisory during an active incident.
1. Regulatory breach notification.
1. Customer/partner notification of a data breach.
1. Media holding statement.
[bookmark: _Toc223775865]8. Evidence Handling
Proper evidence handling is essential to support investigation, root cause analysis, and potential legal or disciplinary proceedings.
1. Evidence must be collected as early as possible, prioritising volatile data (memory contents, running processes, active network connections) that may be lost if systems are rebooted or shut down.
1. A chain of custody log must be maintained for all evidence collected, recording who collected it, when, how, and where it is stored.
1. Digital evidence must be collected using forensically sound methods where possible, including creating bit-for-bit images of affected storage media and capturing cryptographic hashes to verify integrity.
1. Evidence must be stored securely with access restricted to authorised members of the Incident Response Team and legal counsel.
1. Evidence must be retained for a minimum period determined by the Legal Advisor, typically until all potential legal, regulatory, and insurance proceedings are concluded.
1. Where external forensic specialists are engaged, they must comply with the organisation’s evidence handling requirements and sign appropriate confidentiality agreements.
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[bookmark: _Toc223775867]9.1 Testing
This plan will be tested at least annually through one or more of the following methods:
1. Tabletop exercises: scenario-based discussions that walk the Incident Response Team through a simulated incident to test decision-making, communication, and familiarity with the plan.
1. Functional exercises: hands-on technical exercises that test specific capabilities such as forensic data collection, system isolation, or backup restoration.
1. Full simulation exercises: comprehensive tests that simulate a realistic incident from detection through recovery, involving all IRT members and key stakeholders.
Test results will be documented, including identified gaps and improvement recommendations. The plan will be updated based on test findings within 30 days.
[bookmark: _Toc223775868]9.2 Plan Maintenance
This plan will be reviewed and updated:
1. At least annually as part of the scheduled review cycle.
1. After every incident of Medium severity or above, incorporating lessons learned.
1. After every plan test or exercise.
1. Whenever significant changes occur to the organisation’s systems, infrastructure, business operations, or threat landscape.
1. Whenever changes occur to relevant laws, regulations, or contractual obligations.
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	Attribute
	Details

	Document Title
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	Document ID
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	Version
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	Classification
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	Status
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	Owner
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	Author
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	Effective Date
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[bookmark: _Toc223775874]Appendix A: Incident Report Form
	Field
	Details

	Date and Time of Report
	

	Reporter Name and Contact
	

	Date and Time of Discovery
	

	How Discovered
	

	Systems/Data Affected
	

	Description of Incident
	

	Actions Already Taken
	

	Initial Severity Assessment
	

	Assigned Incident Commander
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	Date/Time
	Action Taken
	By Whom
	Outcome/Notes
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