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[bookmark: _Toc223774518]1. Introduction and Purpose
[bookmark: _Toc223774519]1.1 Introduction
[Organisation Name] depends on the confidentiality, integrity, and availability of its information assets to conduct business, serve its customers, and meet its legal and contractual obligations. As the organisation grows and the threat landscape evolves, a structured and deliberate approach to information security is essential.
This Information Security Policy is the governing document for [Organisation Name]’s information security programme. It establishes the principles, requirements, and organisational commitments that guide how information is protected across all business functions, technology platforms, and third-party relationships.
This policy is not a technical manual or a procedural checklist. It sets the strategic direction and mandatory requirements for information security. Detailed implementation guidance is provided through the supporting policies, standards, and processes referenced in Section 4.
[bookmark: _Toc223774520]1.2 Purpose
The purpose of this policy is to:
1. Define [Organisation Name]’s commitment to protecting information assets from unauthorised access, disclosure, modification, destruction, or disruption.
1. Establish clear accountability and ownership for information security across the organisation.
1. Set the minimum security requirements that all personnel, contractors, and third parties must follow when accessing, handling, or processing [Organisation Name]’s information.
1. Provide the foundation for a coherent set of supporting policies, standards, and procedures that collectively form the information security programme.
1. Ensure [Organisation Name] can demonstrate due diligence and due care in the protection of sensitive data, in support of regulatory compliance, contractual commitments, and customer trust.
1. Enable the organisation to identify, assess, and manage information security risks in a consistent and repeatable manner.
[bookmark: _Toc223774521]1.3 Policy Statement
[Organisation Name] is committed to protecting all information assets under its custody or control, regardless of format or location. The organisation will:
1. Protect the confidentiality of sensitive business information, customer data, intellectual property, and employee records against unauthorised access or disclosure.
1. Maintain the integrity of information by safeguarding it against unauthorised or accidental modification, ensuring that data remains accurate, complete, and trustworthy.
1. Ensure the availability of information systems and data so that authorised personnel can access the resources they need to perform their duties without unreasonable disruption.
1. Manage information security risks through a systematic process of identification, assessment, treatment, and ongoing monitoring, commensurate with the sensitivity and criticality of the assets involved.
1. Comply with all applicable laws, regulations, and contractual obligations relating to information security and data protection.
1. Promote a culture of security awareness where all personnel understand their individual responsibilities for protecting information and are equipped with the knowledge to do so.
1. Continuously improve the information security programme by measuring its effectiveness, learning from security events, and adapting to changes in the threat environment, business operations, and technology landscape.
This policy applies to all information owned, leased, or managed by [Organisation Name], including information processed or stored by third parties on the organisation’s behalf.
[bookmark: _Toc223774522]2. Scope
[bookmark: _Toc223774523]2.1 Organisational Scope
This policy applies to:
1. All employees of [Organisation Name], whether full-time, part-time, or temporary.
1. All contractors, consultants, and freelancers engaged by [Organisation Name] who have access to organisational information or systems.
1. All members of the board of directors, executive leadership, and senior management.
1. Third-party service providers, vendors, and partners who process, store, transmit, or have access to [Organisation Name]’s information or information systems.
1. Any other individual or entity granted access to [Organisation Name]’s information assets, network, or facilities.
Where third parties are subject to this policy, the applicable requirements will be communicated through contractual agreements, service-level agreements, or data processing agreements as appropriate.
[bookmark: _Toc223774524]2.2 Information and Systems Scope
This policy covers all information assets owned, operated, or managed by [Organisation Name], including but not limited to:
Information Assets
1. Customer data, including personal data, financial information, and transactional records.
1. Employee and human resources records.
1. Intellectual property, trade secrets, proprietary methodologies, and source code.
1. Financial records, forecasts, and strategic plans.
1. Contracts, legal documents, and regulatory correspondence.
1. Marketing materials, pricing data, and competitive intelligence.
1. Operational data, including logs, configurations, and monitoring outputs.
Technology Assets
1. Servers, workstations, laptops, mobile devices, and removable media (whether owned by [Organisation Name] or used under bring-your-own-device arrangements).
1. Cloud platforms, software-as-a-service applications, and infrastructure-as-a-service environments.
1. Network infrastructure, including firewalls, routers, switches, wireless access points, and VPN concentrators.
1. Email systems, collaboration platforms, and file-sharing services.
1. Development and testing environments, continuous integration/continuous delivery pipelines, and code repositories.
1. Physical security systems, including access control systems, surveillance equipment, and alarm systems.
Physical Assets
1. Office premises, data centres, server rooms, and telecommunications closets.
1. Physical records, printed documents, and removable storage media.
This policy applies to these assets regardless of their physical location, including assets hosted on-premises, in cloud environments, at third-party facilities, or accessed remotely.
[bookmark: _Toc223774525]3. Definitions and Terminology
[bookmark: _Toc223774526]3.1 Core Security Concepts
	Term
	Definition

	Confidentiality
	The property that information is not made available or disclosed to unauthorised individuals, entities, or processes.

	Integrity
	The property of accuracy and completeness of information. Information has integrity when it has not been altered in an unauthorised or unexpected manner.

	Availability
	The property of being accessible and usable upon demand by an authorised entity.

	Information Asset
	Any data, system, process, or resource that has value to the organisation and requires protection. This includes digital data, physical records, software, hardware, and intellectual property.

	Risk
	The effect of uncertainty on objectives, expressed as a combination of the likelihood of an event and its consequences.

	Threat
	A potential cause of an unwanted incident that may result in harm to an organisation or its information assets. Threats may be natural, environmental, or human (deliberate or accidental).

	Vulnerability
	A weakness in an asset or control that can be exploited by one or more threats. Vulnerabilities may exist in technology, processes, or people.

	Control
	A measure that modifies risk. Controls include policies, procedures, guidelines, practices, or organisational structures that can be administrative, technical, management, or legal in nature.

	Personal Data
	Any information relating to an identified or identifiable natural person, as defined by applicable data protection legislation.

	Security Incident
	A single or series of unwanted or unexpected information security events that have a significant probability of compromising business operations or threatening information security.

	Classification
	The process of assigning a level of sensitivity to information based on the potential impact of its unauthorised disclosure, modification, or loss.

	Least Privilege
	The principle of granting users, processes, and systems only the minimum level of access or permissions necessary to perform their authorised functions.


[bookmark: _Toc223774527]4. Related Documents
[bookmark: _Toc223774528]4.1 Supporting Policies
	Document ID
	Document Title
	Description

	POL-002
	Acceptable Use Policy
	Defines acceptable and prohibited uses of organisational information systems, devices, and network resources.

	POL-003
	Access Control Policy
	Establishes requirements for managing user access to information systems, including authentication, authorisation, and access review.

	POL-004
	Data Classification and Handling Policy
	Defines classification levels and specifies handling requirements for each level across the information lifecycle.

	POL-005
	Password and Authentication Policy
	Specifies minimum requirements for password complexity, multi-factor authentication, and credential management.

	POL-006
	Remote Working Policy
	Sets security requirements for personnel working from locations outside organisational premises.

	POL-007
	Mobile Device Policy
	Governs the use of mobile devices, including bring-your-own-device arrangements, for accessing organisational information.

	POL-008
	Encryption and Cryptographic Controls Policy
	Defines requirements for the use of cryptographic controls and key management.

	POL-009
	Vendor and Third-Party Security Policy
	Establishes due diligence and ongoing monitoring requirements for suppliers and third-party service providers.

	POL-010
	Data Retention and Disposal Policy
	Specifies retention periods for different categories of information and secure disposal methods.

	POL-011
	Security Awareness and Training Policy
	Defines requirements for security awareness training, including frequency, content, and measurement.


[bookmark: _Toc223774529]4.2 Supporting Standards
	Document ID
	Document Title
	Description

	STD-001
	System Hardening Standard
	Baseline configurations for servers, workstations, and network devices.

	STD-002
	Logging and Monitoring Standard
	Requirements for event logging, log retention, and monitoring alerts.

	STD-003
	Network Security Standard
	Network segmentation, firewall rules, and wireless security requirements.

	STD-004
	Secure Development Standard
	Secure coding practices, code review, and application security testing requirements.

	STD-005
	Backup and Recovery Standard
	Backup schedules, retention periods, testing frequency, and offsite storage requirements.

	STD-006
	Endpoint Security Standard
	Anti-malware, device encryption, and endpoint detection and response requirements.


[bookmark: _Toc223774530]4.3 Supporting Processes
The following processes describe cross-functional workflows for managing security activities. Processes define the sequence of activities, decision points, and handoffs required to achieve security objectives.
	Document ID
	Document Title
	Description

	PRC-001
	Incident Response Process
	End-to-end workflow for detecting, containing, eradicating, and recovering from security incidents.

	PRC-002
	Change Management Process
	Assessment and approval workflow for changes to information systems and infrastructure.

	PRC-003
	Vulnerability Management Process
	Identification, prioritisation, and remediation of technical vulnerabilities.

	PRC-004
	User Access Review Process
	Periodic review and certification of user access rights across systems.

	PRC-005
	Supplier Security Assessment Process
	Due diligence and ongoing monitoring workflow for third-party providers.


[bookmark: _Toc223774531]4.4 Document Availability
All documents referenced in this policy are available to authorised personnel through [Organisation Name]’s document management system. Employees and contractors requiring access to specific documents should contact their line manager or the Information Security Lead.
The most current version of each document is the version held in the central document repository. Printed or locally saved copies may not reflect the latest revisions and should not be relied upon as authoritative.
[bookmark: _Toc223774532]5. Policy Statements
[bookmark: _Toc223774533]5.1 Information Security Governance
[Organisation Name] will establish and maintain an information security governance structure that provides clear direction, adequate resources, and effective oversight for the information security programme. Senior leadership is accountable for ensuring that information security objectives are established, that they are compatible with the strategic direction of the organisation, and that the resources necessary to achieve them are available.
The information security programme will be reviewed at least annually by senior management to ensure its continuing suitability, adequacy, and effectiveness. This review will consider changes in the external and internal context, feedback from interested parties, results of risk assessments, audit findings, the status of corrective actions, and opportunities for improvement.
[bookmark: _Toc223774534]5.2 Risk Management
[Organisation Name] will adopt a risk-based approach to information security. A formal risk assessment process will be used to identify threats and vulnerabilities that could affect the confidentiality, integrity, or availability of information assets. Risks will be evaluated based on the likelihood of occurrence and the potential business impact, and treatment decisions will be documented and tracked through a risk register.
Risk assessments will be conducted at least annually and whenever significant changes occur to the business, technology environment, or threat landscape. Risk treatment options include mitigating the risk through the application of controls, accepting the risk where it falls within the organisation’s risk appetite, transferring the risk through insurance or contractual arrangements, or avoiding the risk by eliminating the activity that gives rise to it.
Residual risks that exceed the organisation’s defined risk appetite must be escalated to senior management for formal acceptance. No risk may be accepted without explicit, documented authorisation from an individual with appropriate authority.
[bookmark: _Toc223774535]5.3 Asset Management
[Organisation Name] will maintain an inventory of information assets that is accurate, current, and sufficient to support effective security management. Each asset in the inventory will have an assigned owner who is accountable for its protection throughout its lifecycle.
Information will be classified according to its sensitivity and the potential impact of unauthorised disclosure, modification, or loss. Classification levels will be clearly defined and communicated to all personnel. Handling procedures appropriate to each classification level will be established and enforced, covering storage, transmission, reproduction, and disposal.
When information assets reach the end of their useful life or are no longer required, they will be disposed of securely. Electronic media will be sanitised using methods appropriate to the sensitivity of the data they contain before being reused, repurposed, or decommissioned.
[bookmark: _Toc223774536]5.4 Access Control
Access to [Organisation Name]’s information and information systems will be controlled based on the principles of least privilege and need-to-know. Users will be granted only the minimum level of access required to perform their job functions, and access rights will be reviewed regularly to ensure they remain appropriate.
All access to information systems will require authentication using credentials that are unique to the individual user. Shared accounts and generic credentials are prohibited except where explicitly approved and subject to compensating controls. Multi-factor authentication will be required for access to systems containing sensitive or critical information, remote access to the corporate network, privileged or administrative accounts, and cloud-based services that process organisational data.
A formal process will govern the provisioning, modification, and revocation of access rights. Access will be provisioned upon authorisation from the asset owner or line manager, modified promptly when roles change, and revoked immediately upon termination of employment or contract. Privileged access will be subject to enhanced controls, including separate administrative accounts, session logging, and periodic access certification.
[bookmark: _Toc223774537]5.5 Human Resource Security
Information security responsibilities will be integrated into the employment lifecycle from recruitment through to termination. Background verification checks will be conducted for all candidates prior to employment, proportionate to the sensitivity of the role and in compliance with applicable laws and regulations.
All employees and contractors will receive information security awareness training upon joining the organisation and at least annually thereafter. Training content will be relevant to the individual’s role and will cover the organisation’s security policies, common threats, incident reporting procedures, and the consequences of non-compliance.
Personnel in roles with elevated security responsibilities, such as system administrators, developers, and security personnel, will receive additional specialised training appropriate to their functions.
Upon termination or change of employment, all access rights will be revoked promptly and all organisational assets, including devices, access badges, keys, and information in any format, will be returned. Exit procedures will include a reminder of continuing confidentiality obligations.
[bookmark: _Toc223774538]5.6 Physical and Environmental Security
[Organisation Name] will protect its physical premises and the information assets within them from unauthorised physical access, damage, and interference. Secure areas containing sensitive information or critical infrastructure will be protected by appropriate entry controls, and access will be limited to authorised personnel.
Environmental controls, including fire suppression, climate regulation, and power protection, will be implemented for areas housing critical information processing equipment. Delivery and loading areas will be controlled to prevent unauthorised access.
Equipment will be sited and protected to reduce the risks from environmental threats and to minimise opportunities for unauthorised access. Equipment removed from organisational premises will remain subject to the organisation’s security requirements.
[bookmark: _Toc223774539]5.7 Operations Security
Operating procedures for information processing facilities will be documented, maintained, and made available to personnel who need them. Changes to systems, applications, and infrastructure will be managed through a formal change management process that assesses the security impact of proposed changes before implementation.
[Organisation Name] will implement malware protection across all relevant systems. Anti-malware solutions will be kept current, and all files, email, and web traffic will be scanned for malicious content. Users will be prohibited from disabling or circumventing malware protection controls.
Backup copies of information, software, and system configurations will be taken regularly and tested periodically to ensure they can be restored successfully. Backup procedures will account for the criticality of the information and the organisation’s recovery time and recovery point objectives.
Logging and monitoring will be implemented across systems that process, store, or transmit sensitive information. Logs will capture security-relevant events including authentication attempts, access to sensitive data, changes to system configurations, and administrative actions. Logs will be protected against tampering and retained for a period sufficient to support incident investigation and compliance requirements.
[bookmark: _Toc223774540]5.8 Communications Security
Network security will be managed and controlled to protect information in systems and applications. Networks will be segmented to separate environments of different trust levels, and traffic between segments will be filtered and monitored. Wireless networks will be secured using strong encryption and authentication.
Information transferred within the organisation or to external parties will be protected in a manner commensurate with its classification. Confidential or restricted information transmitted over untrusted networks will be encrypted in transit. Agreements governing information transfer with external parties will be established and will specify the security controls, responsibilities, and liabilities of each party.
Email and messaging systems will be protected against threats including phishing, spoofing, and data exfiltration. Policies governing the acceptable use of email and messaging will be communicated to all users.
[bookmark: _Toc223774541]5.9 System Acquisition, Development, and Maintenance
Information security requirements will be identified and included in requirements specifications for new information systems or enhancements to existing systems. Security will be considered at every stage of the development lifecycle, from requirements gathering through design, development, testing, deployment, and maintenance.
Application development will follow secure coding practices. Code will be reviewed for security vulnerabilities prior to deployment to production environments. Development, testing, and production environments will be separated, and test data will be selected carefully and protected.
Vulnerability management procedures will be established to ensure that technical vulnerabilities are identified, assessed, and remediated in a timely manner. Patches and security updates will be applied within timeframes that reflect the severity of the vulnerability and the criticality of the affected system.
[bookmark: _Toc223774542]5.10 Supplier and Third-Party Security
[Organisation Name] will assess the information security practices of suppliers and third-party service providers before granting them access to organisational information or systems. The level of due diligence will be proportionate to the sensitivity of the information involved and the criticality of the service provided.
Contractual agreements with suppliers will specify the information security requirements, including data handling obligations, incident notification requirements, right-to-audit provisions, sub-processor controls, and data return or destruction obligations upon termination.
The security performance of suppliers will be monitored and reviewed regularly. Material changes to a supplier’s service, security posture, or sub-processing arrangements will be assessed for their impact on [Organisation Name]’s security.
[bookmark: _Toc223774543]5.11 Incident Management
[Organisation Name] will establish and maintain an incident management process to ensure that information security events and weaknesses are reported, assessed, and responded to promptly and effectively. All personnel will be required to report suspected security events, weaknesses, or policy violations through established reporting channels without delay.
Reported events will be assessed to determine whether they constitute a security incident requiring a formal response. Confirmed incidents will be classified by severity and managed through a documented response process that includes containment, eradication, recovery, and post-incident review.
Lessons learned from security incidents will be analysed and used to improve preventive controls, detection capabilities, and response procedures. Where incidents involve personal data or other regulated information, notification obligations will be met within the timeframes required by applicable laws and contractual commitments.
A detailed Incident Response Plan is maintained as a separate document and provides step-by-step procedures for incident handling, escalation paths, communication templates, and roles for the incident response team.
[bookmark: _Toc223774544]5.12 Business Continuity and Resilience
[Organisation Name] will plan for the continuity of its critical business operations in the event of a disruptive incident. Business impact analyses will be conducted to identify critical processes, the resources they depend upon, and the maximum tolerable periods of disruption.
Continuity plans will be developed, documented, and tested at least annually. Plans will address the recovery of critical information systems, the relocation of personnel and operations, and communication with employees, customers, regulators, and other stakeholders during a disruption.
Information processing facilities will be designed with sufficient redundancy to meet availability requirements. Disaster recovery capabilities will be established for critical systems, and recovery procedures will be tested to verify that recovery time and recovery point objectives can be achieved.
[bookmark: _Toc223774545]5.13 Cryptography
[Organisation Name] will use cryptographic controls where appropriate to protect the confidentiality, integrity, and authenticity of information. A policy on the use of cryptographic controls will specify the circumstances under which encryption is required, the minimum acceptable algorithms and key lengths, and the responsibilities for key management.
Cryptographic keys will be managed throughout their lifecycle, including generation, distribution, storage, rotation, revocation, and destruction. Key management procedures will ensure that keys are protected against unauthorised disclosure or modification and that compromised keys can be replaced without unreasonable disruption.
[bookmark: _Toc223774546]5.14 Privacy and Data Protection
[Organisation Name] will process personal data in accordance with applicable data protection laws and regulations. The organisation will maintain records of its data processing activities, conduct data protection impact assessments where required, and implement appropriate technical and organisational measures to protect personal data.
Data subjects will be informed about how their personal data is collected, used, stored, and shared. Their rights under applicable data protection legislation will be respected and fulfilled within required timeframes. Data processing agreements will be established with all processors who handle personal data on [Organisation Name]’s behalf.
[bookmark: _Toc223774547]6. Roles and Responsibilities
Effective information security requires clear accountability at every level of the organisation. The following roles and responsibilities define who is accountable for what within [Organisation Name]’s information security programme.
Senior Leadership / Executive Management
1. Demonstrating visible commitment to information security and providing strategic direction for the programme.
1. Approving this policy and ensuring adequate resources (budget, personnel, technology) are allocated to implement and maintain it.
1. Accepting residual risks that exceed the organisation’s defined risk appetite.
1. Reviewing the effectiveness of the information security programme at least annually.
1. Fostering a culture where information security is treated as a shared organisational responsibility.
Information Security Lead / Designated Security Officer
1. Developing, maintaining, and communicating the information security policy framework and supporting standards.
1. Coordinating the risk assessment process and maintaining the risk register.
1. Managing the organisation’s vulnerability management, incident response, and security awareness programmes.
1. Monitoring compliance with this policy and reporting on the security posture to senior management.
1. Serving as the primary point of contact for information security matters, including liaison with external parties such as regulators, auditors, and law enforcement.
1. Tracking and reporting on security metrics, incident trends, and the status of remediation activities.
Department Managers / Team Leads
1. Ensuring that personnel within their teams understand and comply with this policy and all applicable supporting policies.
1. Identifying the information assets within their area of responsibility and ensuring appropriate classification and handling.
1. Authorising and periodically reviewing access rights for their team members.
1. Reporting security events and incidents in accordance with established procedures.
1. Supporting security awareness and ensuring that new team members complete the required training.
Information Asset Owners
1. Determining the classification of information assets based on sensitivity and business impact.
1. Defining who is authorised to access the asset and under what conditions.
1. Ensuring that appropriate security controls are implemented and maintained for the asset throughout its lifecycle.
1. Reviewing and approving access rights to the asset on a periodic basis.
All Personnel (Employees, Contractors, Temporary Staff)
1. Reading, understanding, and complying with this policy and all applicable supporting security policies and standards.
1. Completing mandatory information security awareness training within the required timeframes.
1. Handling information in accordance with its classification and approved handling procedures.
1. Reporting suspected security events, weaknesses, or policy violations promptly through the designated reporting channel.
1. Protecting their authentication credentials and not sharing them with others.
1. Using organisational information and systems only for authorised business purposes.
1. Cooperating with security investigations and audits as required.
IT Operations / System Administrators
1. Implementing and maintaining the technical security controls specified by this policy and supporting standards.
1. Monitoring systems for security events and anomalies, and escalating as required.
1. Managing patches, updates, and configuration baselines in accordance with the vulnerability management and change management processes.
1. Maintaining backup and recovery systems and verifying their effectiveness through regular testing.
1. Administering access controls and ensuring that the principle of least privilege is applied.
[bookmark: _Toc223774548]7. Additional Sections
[bookmark: _Toc223774549]7.1 Security Metrics and Measurement
[Organisation Name] will define, collect, and report on security metrics to measure the effectiveness of the information security programme and to support evidence-based decision making. Metrics will cover key areas, including risk management, vulnerability management, incident response, access control, awareness training completion, and audit findings.
Metrics will be reported to senior management on a regular basis and will be used to identify trends, allocate resources, and prioritise improvement initiatives.
[bookmark: _Toc223774550]7.2 Security Awareness and Culture
Building a strong security culture is as important as implementing technical controls. [Organisation Name] will invest in ongoing security awareness activities that go beyond annual compliance training to include targeted communications, simulated phishing exercises, and role-specific education.
Security awareness content will be regularly updated to reflect the current threat landscape, recent incidents (anonymised), and changes to organisational policies or procedures. The effectiveness of awareness activities will be measured through metrics such as phishing simulation click rates, incident reporting rates, and training assessment scores.
[bookmark: _Toc223774551]7.3 Audit and Assurance
[Organisation Name] will conduct periodic internal audits of the information security programme to assess compliance with this policy, the effectiveness of security controls, and the maturity of security processes. Audit findings will be documented, risk-rated, and tracked to resolution.
External audits or assessments may be conducted where required by regulation, contract, or customer expectation. The organisation will cooperate fully with authorised audit activities and provide auditors with the access and information they reasonably require.
[bookmark: _Toc223774552]8. Compliance
[Organisation Name] will identify and document all legal, regulatory, and contractual requirements that relate to information security. These requirements will be reviewed at least annually and whenever significant changes occur in the regulatory or contractual landscape.
The organisation will implement and maintain the controls necessary to achieve and demonstrate compliance with applicable requirements, including but not limited to:
1. Data protection and privacy legislation applicable to the jurisdictions in which [Organisation Name] operates or processes data.
1. Industry-specific regulations and standards that apply to [Organisation Name]’s sector or client base.
1. Contractual security requirements imposed by customers, partners, or insurers.
1. Intellectual property laws and software licensing obligations.
1. Record retention and disposal requirements.
Compliance will be monitored through a combination of internal audits, management reviews, automated compliance scanning, and third-party assessments. Non-compliance findings will be documented, risk-assessed, and remediated within timeframes that reflect the severity of the finding.
The Information Security Lead is responsible for maintaining a compliance obligations register and for reporting on compliance status to senior management.
[bookmark: _Toc223774553]9. Policy Enforcement and Exceptions
Enforcement
Compliance with this policy is mandatory for all individuals within its scope. Violations of this policy may result in disciplinary action up to and including termination of employment or contract, in accordance with [Organisation Name]’s disciplinary procedures and applicable employment law.
Where a violation involves illegal activity, the matter may be referred to law enforcement authorities. Where a violation results in a breach of contractual or regulatory obligations, additional consequences may apply as determined by the relevant agreement or regulation.
All suspected policy violations will be investigated. Investigations will be conducted in a fair, consistent, and proportionate manner, respecting the rights of the individual concerned.
Exceptions
In exceptional circumstances, a temporary deviation from the requirements of this policy may be warranted. Exceptions are not granted to avoid inconvenience; they are reserved for situations where compliance is genuinely not feasible or where alternative controls provide equivalent protection.
All exceptions must be:
1. Requested in writing by the individual or team seeking the exception.
1. Justified with a clear explanation of why compliance is not feasible and what compensating controls will be implemented.
1. Risk-assessed to ensure the organisation understands and accepts the additional risk.
1. Approved by the Information Security Lead and, where the risk is significant, by senior management.
1. Time-limited, with a defined review date not exceeding 12 months.
1. Documented in the exception register and reviewed at each renewal.
Expired or unapproved exceptions will be treated as policy violations.
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