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[bookmark: _Toc223775992]1. Introduction and Purpose
[bookmark: _Toc223775993]1.1 Introduction
[Organisation Name] recognises that understanding its information security risks is fundamental to making informed decisions about how to protect its information assets, allocate resources, and prioritise security investments. A risk assessment that is conducted rigorously and updated regularly provides the evidence base for the entire information security programme.
This Risk Assessment Template provides a structured, repeatable methodology for identifying, analysing, evaluating, and treating information security risks across [Organisation Name]’s operations. It is designed to be used by the Information Security Lead, risk owners, and other personnel involved in risk management activities.
This document is both a methodology guide and a working template. It describes the process to follow, the criteria to apply, and the format in which risks should be documented.
[bookmark: _Toc223775994]1.2 Purpose
The purpose of this template is to:
1. Provide a consistent methodology for conducting information security risk assessments across the organisation.
1. Define the criteria for assessing the likelihood and impact of identified risks.
1. Establish a standardised format for documenting risks, their current controls, residual risk ratings, and planned treatment actions.
1. Enable the organisation to prioritise risks based on their potential impact on business objectives.
1. Support informed decision-making by senior management regarding risk acceptance, treatment, transfer, or avoidance.
1. Provide a basis for monitoring risk treatment progress and the evolving risk landscape.
[bookmark: _Toc223775995]1.3 Scope of Assessment
This risk assessment covers all information assets within the scope of [Organisation Name]’s information security programme, including:
1. Information in all forms (digital, physical, verbal) and at all stages of its lifecycle.
1. Information processing systems, applications, and infrastructure.
1. People, processes, and third-party services that handle organisational information.
1. Physical facilities where information is processed or stored.
The assessment considers threats from all sources, including external threat actors, insiders, environmental events, and technology failures.
[bookmark: _Toc223775996]2. Risk Assessment Methodology
[bookmark: _Toc223775997]2.1 Overview
The risk assessment follows a five-step process:
1. Asset Identification — Identify the information assets within scope and their owners.
1. Threat and Vulnerability Identification — Identify the threats that could exploit vulnerabilities associated with each asset.
1. Risk Analysis — Assess the likelihood and impact of each identified risk scenario.
1. Risk Evaluation — Compare each risk against the risk acceptance criteria to determine whether treatment is required.
1. Risk Treatment — Select and document the appropriate treatment strategy for risks that exceed the acceptance threshold.
This cycle is repeated at least annually and whenever material changes occur to the organisation’s operations, technology, or threat landscape.
[bookmark: _Toc223775998]2.2 Asset Identification
The first step is to identify the information assets that are within scope. For each asset, document:
1. Asset name and description.
1. Asset owner (the individual accountable for the asset’s protection).
1. Asset classification (per the Data Classification and Handling Policy).
1. Location (on-premises, cloud, third-party, distributed).
1. Criticality to business operations (how important is this asset to the organisation’s ability to operate?).
[bookmark: _Toc223775999]2.3 Threat and Vulnerability Identification
For each asset or group of related assets, identify the threats that could cause harm and the vulnerabilities that could be exploited. Sources for threat identification include:
1. Threat intelligence feeds and advisories relevant to the organisation’s industry.
1. Historical incident data (both internal incidents and publicly reported incidents in similar organisations).
1. Results from vulnerability scans, penetration tests, and security audits.
1. Input from asset owners and operational teams about known weaknesses.
1. Changes in the regulatory or business environment that introduce new threat scenarios.
[bookmark: _Toc223776000]2.4 Risk Scenarios
A risk scenario combines a specific threat exploiting a specific vulnerability to impact a specific asset. Each risk scenario should be documented as a clear statement, for example:
1. “An external attacker exploits an unpatched vulnerability in the web application server to gain unauthorised access to customer database records.”
1. “A disgruntled employee with privileged access copies proprietary source code to a personal cloud storage account before termination.”
1. “A ransomware attack encrypts file servers, causing loss of access to business-critical data for an extended period.”
Clear, specific risk scenarios enable more accurate assessment of likelihood and impact than vague or generic risk descriptions.
[bookmark: _Toc223776001]3. Likelihood and Impact Criteria
[bookmark: _Toc223776002]3.1 Likelihood Scale
Likelihood represents the probability that a given risk scenario will materialise within the assessment period (typically 12 months). Consider the threat actor’s capability and motivation, the prevalence of the threat, the effectiveness of existing controls, and any historical data on similar events.
	Rating
	Level
	Description
	Indicative Frequency

	1
	Rare
	The event is highly unlikely to occur. There is no credible threat actor, the vulnerability is difficult to exploit, and strong controls are in place.
	Less than once in 5 years

	2
	Unlikely
	The event could occur but is not expected. The threat exists but exploitation requires significant effort or skill, and reasonable controls are in place.
	Once in 2–5 years

	3
	Possible
	The event could reasonably occur. The threat is active and the vulnerability is known, but controls provide partial mitigation.
	Once per year

	4
	Likely
	The event is expected to occur. The threat is active, the vulnerability is well-known or easily exploitable, and controls are weak or insufficient.
	Multiple times per year

	5
	Almost Certain
	The event is expected to occur imminently or is already occurring. There is clear evidence of active exploitation or the vulnerability is trivially exploitable with no effective controls.
	Frequent / ongoing


[bookmark: _Toc223776003]3.2 Impact Scale
Impact represents the severity of consequences if the risk scenario materialises. Consider the potential effects across multiple dimensions:
	Rating
	Level
	Financial Impact
	Operational Impact
	Reputational / Legal Impact

	1
	Negligible
	Less than $5,000 in direct costs.
	Minor inconvenience; resolved within hours with no service disruption.
	No external visibility; no regulatory concern.

	2
	Minor
	$5,000–$25,000 in direct costs.
	Brief disruption to non-critical services; resolved within one business day.
	Limited external visibility; minor customer complaints; no regulatory action.

	3
	Moderate
	$25,000–$100,000 in direct and indirect costs.
	Disruption to important business services for up to one week; workarounds available.
	Media attention possible; formal customer complaints; regulatory enquiry possible.

	4
	Major
	$100,000–$500,000 in total costs including fines, remediation, and lost revenue.
	Significant disruption to critical services for more than one week; limited workarounds.
	Sustained media coverage; significant customer attrition; regulatory investigation likely; potential fines.

	5
	Catastrophic
	More than $500,000 in total costs; potential existential threat to the organisation.
	Complete loss of critical services for extended period; business continuity invoked.
	Major media coverage; severe reputational damage; regulatory enforcement action; potential litigation.


[bookmark: _Toc223776004]3.3 Risk Rating Matrix
The risk rating is calculated by multiplying the Likelihood score by the Impact score, producing a value between 1 and 25. Risks are then categorised as follows:
	Risk Score
	Risk Level
	Required Action

	1–4
	Low
	Monitor and review. No immediate action required. Accept the risk or address through routine improvement activities.

	5–9
	Medium
	Action required within the current review cycle. Implement additional controls or improve existing controls. Document the treatment plan.

	10–16
	High
	Urgent action required. Implement additional controls as a priority. Escalate to senior management for visibility. Track remediation actively.

	17–25
	Critical
	Immediate action required. Escalate to senior management for risk acceptance decision or emergency remediation. May require business process changes or significant investment.


[bookmark: _Toc223776005]3.4 Risk Appetite
[Organisation Name]’s risk appetite is defined as follows:
1. Low risks (1–4): Generally accepted without additional treatment.
1. Medium risks (5–9): Accepted only with a documented treatment plan and timeline.
1. High risks (10–16): Not accepted without explicit approval from the Information Security Lead and a funded remediation plan.
1. Critical risks (17–25): Not accepted without explicit approval from senior management (CEO, CFO, or Board). Require immediate action.
Any risk that is formally accepted must be documented in the risk register with the name and role of the individual who accepted it, the date of acceptance, the rationale, and the planned review date.
[bookmark: _Toc223776006]4. Risk Treatment Strategies
For each risk that exceeds the acceptance threshold, one or more of the following treatment strategies will be selected:
	Strategy
	Description
	When to Use

	Mitigate
	Implement controls to reduce the likelihood or impact of the risk to an acceptable level.
	The risk can be reduced through practical, cost-effective security controls.

	Transfer
	Shift the financial consequence of the risk to a third party through insurance, contractual indemnities, or outsourcing.
	The financial impact is the primary concern and can be effectively transferred. Technical risk typically cannot be fully transferred.

	Avoid
	Eliminate the risk by removing the activity, asset, or process that gives rise to it.
	The risk is unacceptable and cannot be adequately mitigated or transferred. The business activity is not essential.

	Accept
	Formally acknowledge the risk and choose not to take further action, typically because the cost of treatment exceeds the potential impact.
	The risk falls within the organisation’s defined risk appetite, or treatment is not feasible or cost-effective.


[bookmark: _Toc223776007]5. Risk Register Template
The risk register is the central record of all identified risks, their assessments, and their treatment status. The following fields must be completed for each risk:
	Field
	Description

	Risk ID
	Unique identifier (e.g., RISK-001).

	Risk Description
	Clear statement of the risk scenario, including the threat, vulnerability, and affected asset.

	Risk Owner
	The individual accountable for managing the risk and implementing the treatment plan.

	Asset(s) Affected
	The information asset(s) that would be impacted if the risk materialises.

	Threat Source
	The origin of the threat (e.g., external attacker, insider, natural event, technology failure).

	Existing Controls
	Controls currently in place that mitigate the risk.

	Likelihood (1–5)
	Assessment of how likely the risk is to materialise, considering existing controls.

	Impact (1–5)
	Assessment of the severity of consequences if the risk materialises.

	Inherent Risk Score
	Likelihood × Impact before considering existing controls.

	Residual Risk Score
	Likelihood × Impact after considering existing controls.

	Risk Level
	Low / Medium / High / Critical, based on the residual risk score.

	Treatment Strategy
	Mitigate / Transfer / Avoid / Accept.

	Treatment Actions
	Specific actions planned to reduce the risk, with responsible owners and target dates.

	Status
	Open / In Progress / Closed / Accepted.

	Review Date
	Next scheduled review date for this risk.


[bookmark: _Toc223776008]6. Example Risk Register Entries
The following examples illustrate how risks should be documented in the risk register. These are representative examples and should be replaced with risks specific to [Organisation Name]’s environment.
	Field
	Example 1
	Example 2
	Example 3

	Risk ID
	RISK-001
	RISK-002
	RISK-003

	Risk Description
	Ransomware attack encrypts critical file servers and backup systems, causing prolonged loss of access to business data.
	Employee falls victim to a phishing email and enters credentials on a spoofed login page, enabling attacker access to email and connected cloud services.
	Departure of a privileged user without timely access revocation allows continued access to sensitive systems after employment ends.

	Risk Owner
	[IT Director]
	[Information Security Lead]
	[HR Director]

	Asset(s) Affected
	File servers, backup infrastructure, business-critical data
	Email system, cloud applications, customer data
	All systems accessible to the departing user

	Existing Controls
	Endpoint protection, email filtering, offline backups (weekly), user awareness training
	Email filtering, multi-factor authentication, phishing simulation programme
	Termination checklist, quarterly access reviews

	Likelihood
	3 (Possible)
	4 (Likely)
	3 (Possible)

	Impact
	5 (Catastrophic)
	3 (Moderate)
	4 (Major)

	Residual Risk Score
	15 (High)
	12 (High)
	12 (High)

	Treatment Strategy
	Mitigate
	Mitigate
	Mitigate

	Treatment Actions
	1. Implement immutable backup solution. 2. Deploy network segmentation between backup and production. 3. Conduct quarterly recovery test.
	1. Deploy advanced email security with URL rewriting. 2. Implement conditional access policies. 3. Increase phishing simulation frequency to monthly.
	1. Automate access revocation via HR system integration. 2. Implement same-day revocation SLA for all leavers. 3. Add privileged account monitoring.

	Status
	In Progress
	In Progress
	Open

	Review Date
	[DD/MM/YYYY]
	[DD/MM/YYYY]
	[DD/MM/YYYY]


[bookmark: _Toc223776009]7. Risk Assessment Schedule
	Activity
	Frequency
	Responsible

	Full risk assessment
	Annually (minimum)
	Information Security Lead

	Risk register review and update
	Quarterly
	Information Security Lead + Risk Owners

	Treatment progress review
	Monthly
	Risk Owners with Information Security Lead oversight

	Triggered reassessment (material change)
	As needed
	Information Security Lead

	Post-incident risk reassessment
	After every Medium+ severity incident
	Incident Commander + Information Security Lead

	Report to senior management
	Quarterly (summary) / Annually (full)
	Information Security Lead


[bookmark: _Toc223776010]8. Roles and Responsibilities
Information Security Lead
1. Owning and maintaining the risk assessment methodology and template.
1. Coordinating and facilitating risk assessment activities.
1. Maintaining the risk register and ensuring it is accurate and current.
1. Reporting on the risk landscape and treatment progress to senior management.
1. Escalating risks that exceed the organisation’s risk appetite.
Risk Owners
1. Understanding the risks assigned to them and their potential business impact.
1. Implementing and monitoring the effectiveness of agreed treatment actions.
1. Reporting on treatment progress to the Information Security Lead.
1. Escalating risks that are not being adequately addressed.
Senior Management
1. Defining the organisation’s risk appetite and acceptance thresholds.
1. Reviewing and approving the risk register at least annually.
1. Making risk acceptance decisions for High and Critical risks.
1. Ensuring adequate resources are available for risk treatment activities.
All Personnel
1. Identifying and reporting potential risks and security weaknesses.
1. Supporting risk assessment activities by providing accurate information about assets, processes, and controls within their area of responsibility.
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[bookmark: _Toc223776012]9.1 Document Information
	Attribute
	Details

	Document Title
	Risk Assessment Template

	Document ID
	TMPL-001

	Version
	1.0

	Classification
	Internal Use

	Status
	Draft

	Owner
	[Information Security Lead / CISO]

	Author
	[Author Name]

	Effective Date
	[DD/MM/YYYY]

	Next Review Date
	[DD/MM/YYYY — no later than 12 months from effective date]
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