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[bookmark: _Toc223776100]1. Introduction and Purpose
[bookmark: _Toc223776101]1.1 Introduction
Security questionnaires are an increasingly common requirement in business relationships. Prospective customers, partners, insurers, and regulators frequently require organisations to demonstrate the maturity and effectiveness of their information security programme through detailed questionnaire responses. The quality, consistency, and speed of these responses directly impact [Organisation Name]’s ability to win and retain business.
This Security Questionnaire Response Guide provides [Organisation Name]’s personnel with pre-approved, standardised responses to the most commonly asked security questions. It is designed to ensure that questionnaire responses are accurate, consistent, and reflect the current state of the organisation’s security controls.
This guide is a living document. Responses must be reviewed and updated whenever the underlying controls, processes, or infrastructure change, and at least annually as part of the document review cycle.
[bookmark: _Toc223776102]1.2 Purpose
The purpose of this guide is to:
1. Reduce the time and effort required to complete security questionnaires by providing pre-approved responses to frequently asked questions.
1. Ensure consistency in responses across different questionnaires, customers, and business relationships.
1. Improve the accuracy of responses by centralising the source of truth for security programme information.
1. Reduce the risk of providing inaccurate or misleading information that could create contractual or reputational liability.
1. Provide guidance on how to handle questions for which no pre-approved response exists or where the answer requires customisation.
[bookmark: _Toc223776103]1.3 How to Use This Guide
When completing a security questionnaire:
1. Search this guide for a matching or closely related question.
1. Review the provided response options (standard, enhanced, and brief variants where available) and select the version that best fits the format and depth required by the questionnaire.
1. Customise the response only where necessary to reflect specific details requested by the questionnaire. Do not alter the substance of pre-approved responses without consulting the Information Security Lead.
1. For questions not covered by this guide, consult the Information Security Lead before providing a response.
1. If any response in this guide no longer reflects the current state of controls, notify the Information Security Lead immediately so the guide can be updated.
1. Before submitting any completed questionnaire, have it reviewed by the Information Security Lead or their delegate.
[bookmark: _Toc223776104]2. Scope
This guide covers the security question categories most frequently encountered across standard questionnaires, vendor assessment forms, and due diligence requests. It is organised into the following categories:
1. Governance and Programme Management
1. Risk Management
1. Access Control and Authentication
1. Data Protection and Privacy
1. Network and Infrastructure Security
1. Application Security
1. Incident Response
1. Business Continuity and Disaster Recovery
1. Vendor and Third-Party Management
1. Human Resource Security
1. Physical Security
1. Compliance and Audit
[bookmark: _Toc223776105]3. Response Guidelines
[bookmark: _Toc223776106]3.1 General Principles
1. Accuracy above all: Never overstate the organisation’s capabilities or controls. If a control is planned but not yet implemented, describe it as planned with an expected implementation date.
1. Be specific: Avoid vague responses like “Yes, we have a policy for that.” Instead, describe what the policy requires and how it is enforced.
1. Acknowledge gaps honestly: If a control is not in place, state this clearly and describe any compensating controls or planned remediation. Honest responses build more trust than overstatements.
1. Reference documentation: Where possible, reference the specific policy, standard, or procedure that governs the control in question (e.g., “As documented in our Access Control Policy (POL-003)”).
1. Use consistent language: Use the terminology and descriptions in this guide to ensure consistency across different questionnaires.
[bookmark: _Toc223776107]3.2 Response Formats
This guide provides responses in three formats for flexibility:
Standard Response
A detailed paragraph suitable for open-text fields in comprehensive questionnaires. Typically 3–5 sentences.
Brief Response
A concise 1–2 sentence response suitable for shorter questionnaires or where space is limited.
Yes/No with Explanation
For questionnaires that use a yes/no/partial format with space for additional comments.
[bookmark: _Toc223776108]4. Governance and Programme Management
[bookmark: _Toc223776109]Q: Does your organisation have a formal information security policy?
Standard Response
Yes. [Organisation Name] maintains a formal Information Security Policy (POL-001) that is approved by senior management and reviewed at least annually. The policy establishes the organisation’s commitment to protecting the confidentiality, integrity, and availability of information assets. It defines the scope of the security programme, sets out roles and responsibilities, and provides the foundation for a suite of supporting policies, standards, and procedures. The policy is communicated to all employees and contractors and is available through our document management system.
Brief Response
Yes. We maintain a senior-management-approved Information Security Policy that is reviewed annually and communicated to all personnel.
[bookmark: _Toc223776110]Q: Who is responsible for information security in your organisation?
Standard Response
[Organisation Name] has a designated Information Security Lead who is responsible for the day-to-day management of the information security programme, including policy development, risk management, incident response, and compliance monitoring. The Information Security Lead reports to [reporting line, e.g., CTO / CEO] and provides regular updates to senior management on the organisation’s security posture. Ultimate accountability for information security rests with senior management.
Brief Response
A designated Information Security Lead manages our security programme and reports to senior management.
[bookmark: _Toc223776111]Q: How often do you review your security policies?
Standard Response
All security policies are reviewed at least annually and updated whenever significant changes occur to the organisation’s business operations, technology environment, regulatory landscape, or threat profile. Policy reviews are coordinated by the Information Security Lead and approved by senior management. Revision history and approval records are maintained for all policy documents.
[bookmark: _Toc223776112]5. Risk Management
[bookmark: _Toc223776113]Q: Do you conduct regular risk assessments?
Standard Response
Yes. [Organisation Name] conducts formal information security risk assessments at least annually and whenever significant changes occur that could affect the organisation’s risk profile. Our risk assessment methodology includes asset identification, threat and vulnerability analysis, likelihood and impact scoring, and risk treatment planning. Risks are documented in a risk register that is reviewed quarterly and reported to senior management. Risk treatment plans are assigned to named owners with defined timelines.
Brief Response
Yes. We conduct formal risk assessments at least annually, maintain a risk register, and review it quarterly with senior management.
[bookmark: _Toc223776114]Q: How do you manage and track identified risks?
Standard Response
Identified risks are documented in a centralised risk register that records each risk’s description, owner, affected assets, existing controls, likelihood and impact ratings, residual risk score, treatment strategy, and treatment actions. The risk register is reviewed quarterly by the Information Security Lead and risk owners, and presented to senior management for oversight. Risks exceeding the organisation’s defined risk appetite require formal acceptance by senior management.
[bookmark: _Toc223776115]6. Access Control and Authentication
[bookmark: _Toc223776116]Q: How do you manage user access to systems and data?
Standard Response
[Organisation Name] manages user access based on the principles of least privilege and need-to-know. Access is provisioned through a formal request and approval process, with authorisation required from the user’s line manager or the system owner. Access rights are reviewed periodically (at least quarterly for privileged accounts and annually for standard accounts) and are revoked promptly upon role change or termination. Our Access Control Policy (POL-003) governs these requirements.
[bookmark: _Toc223776117]Q: Do you require multi-factor authentication?
Standard Response
Yes. Multi-factor authentication is required for remote access to the corporate network, access to cloud-based services that process organisational data, privileged and administrative accounts, and access to systems containing sensitive or confidential information. Our standard MFA implementation uses [description, e.g., authenticator applications / hardware tokens] as the second factor.
Brief Response
Yes. MFA is enforced for remote access, cloud services, privileged accounts, and access to sensitive data.
[bookmark: _Toc223776118]7. Data Protection and Privacy
[bookmark: _Toc223776119]Q: How do you classify and protect sensitive data?
Standard Response
[Organisation Name] classifies information according to its sensitivity using defined classification levels (e.g., Public, Internal, Confidential, Restricted). Each classification level has specific handling requirements covering storage, transmission, access control, reproduction, and disposal. Our Data Classification and Handling Policy (POL-004) defines these levels and requirements. Sensitive data is encrypted at rest and in transit.
[bookmark: _Toc223776120]Q: Do you encrypt data at rest and in transit?
Standard Response
Yes. Data classified as Confidential or Restricted is encrypted at rest using [encryption standard, e.g., AES-256] on all storage media, including servers, endpoint devices, and backup media. Data transmitted over untrusted networks is encrypted in transit using TLS 1.2 or later. Cryptographic key management procedures are documented in our Encryption and Cryptographic Controls Policy (POL-008).
[bookmark: _Toc223776121]Q: How do you handle data retention and disposal?
Standard Response
[Organisation Name] maintains a Data Retention and Disposal Policy (POL-010) that defines retention periods for different categories of information based on legal, regulatory, and business requirements. When data reaches the end of its retention period or is no longer required, it is disposed of securely. Electronic media is sanitised using methods appropriate to the data’s classification, and physical documents are destroyed using approved shredding services.
[bookmark: _Toc223776122]8. Network and Infrastructure Security
[bookmark: _Toc223776123]Q: How do you protect your network infrastructure?
Standard Response
[Organisation Name]’s network is segmented to separate environments of different trust levels. Firewalls control traffic between network segments and between the internal network and the internet. Network security controls include intrusion detection/prevention systems, DNS filtering, and web content filtering. Wireless networks are secured with WPA3 or WPA2-Enterprise encryption and are segregated from the main corporate network. Network configurations are reviewed regularly and hardened according to our System Hardening Standard (STD-001).
[bookmark: _Toc223776124]Q: Do you perform vulnerability scanning and penetration testing?
Standard Response
Yes. Automated vulnerability scans are conducted [frequency, e.g., weekly / monthly] across all externally facing systems and [frequency] across internal systems. Vulnerabilities are prioritised based on severity and remediated within defined timeframes (critical within [X] days, high within [Y] days). External penetration testing is conducted at least annually by a qualified independent third party. Findings are tracked to remediation in our risk register.
[bookmark: _Toc223776125]9. Incident Response
[bookmark: _Toc223776126]Q: Do you have a documented incident response plan?
Standard Response
Yes. [Organisation Name] maintains a documented Incident Response Plan (PRC-001) that defines roles and responsibilities, severity classification criteria, escalation procedures, containment and recovery processes, evidence handling requirements, communication protocols, and post-incident review procedures. The plan is tested at least annually through tabletop exercises and updated based on lessons learned from tests and actual incidents.
[bookmark: _Toc223776127]Q: How do you handle data breach notifications?
Standard Response
[Organisation Name] has a defined notification process for data breaches. Where a breach involves personal data, we assess notification obligations under applicable data protection laws (including GDPR and other relevant legislation) and notify the relevant supervisory authority and affected data subjects within the required timeframes. Affected customers and partners are notified in accordance with our contractual obligations. Our Legal Advisor coordinates all regulatory notifications.
[bookmark: _Toc223776128]10. Business Continuity and Disaster Recovery
[bookmark: _Toc223776129]Q: Do you have business continuity and disaster recovery plans?
Standard Response
Yes. [Organisation Name] maintains business continuity and disaster recovery plans that are reviewed and tested at least annually. Our plans address the recovery of critical information systems, continuity of essential business processes, and communication with stakeholders during a disruption. Recovery time and recovery point objectives are defined for critical systems and validated through testing. Backups are performed [frequency] and are tested regularly to ensure recoverability.
[bookmark: _Toc223776130]Q: How are backups managed and tested?
Standard Response
Backups of critical data, system configurations, and applications are performed [frequency, e.g., daily for critical data, weekly for full system images]. Backups are stored [description, e.g., in a geographically separate location / in an offsite cloud vault] and are encrypted. Backup integrity is verified automatically, and restoration tests are conducted [frequency, e.g., quarterly] to confirm that data can be recovered within defined recovery point and recovery time objectives.
[bookmark: _Toc223776131]11. Vendor and Third-Party Management
[bookmark: _Toc223776132]Q: How do you assess the security of your vendors and third parties?
Standard Response
[Organisation Name] assesses the security practices of all vendors and third-party service providers who access or process our data before engagement and on an ongoing basis. Due diligence includes security questionnaires, review of certifications and audit reports (where available), and assessment of the vendor’s security policies and incident history. Contractual agreements include data protection requirements, incident notification obligations, right-to-audit provisions, and data return/destruction requirements upon termination. Vendor security is reviewed [frequency, e.g., annually].
[bookmark: _Toc223776133]12. Human Resource Security
[bookmark: _Toc223776134]Q: Do you conduct background checks on employees?
Standard Response
Yes. Background verification checks are conducted for all employees prior to employment, proportionate to the sensitivity of the role and in compliance with applicable laws and regulations. The scope of checks may include identity verification, employment history, criminal record checks, and reference checks. Contractors and third-party personnel with access to sensitive information are subject to equivalent screening requirements through their employing organisation.
[bookmark: _Toc223776135]Q: Do you provide security awareness training?
Standard Response
Yes. All employees and contractors receive information security awareness training upon joining the organisation and at least annually thereafter. Training covers the organisation’s security policies, common threats (including phishing and social engineering), incident reporting procedures, data handling requirements, and the consequences of non-compliance. Training effectiveness is measured through assessments and simulated phishing exercises. Personnel in specialised roles receive additional role-specific security training.
[bookmark: _Toc223776136]13. Physical Security
[bookmark: _Toc223776137]Q: How do you secure your physical premises?
Standard Response
[Organisation Name]’s premises are protected by [description of controls, e.g., access card systems, visitor management procedures, CCTV surveillance, and alarm systems]. Server rooms and areas containing sensitive equipment are subject to additional access controls with access limited to authorised IT personnel. Environmental controls, including fire suppression, climate control, and uninterruptible power supply are in place for critical infrastructure. Visitor access is controlled through a sign-in process, and visitors are escorted in secure areas.
[bookmark: _Toc223776138]14. Compliance and Audit
[bookmark: _Toc223776139]Q: What security certifications or standards do you hold?
Standard Response
[Organisation Name]’s information security programme is [description, e.g., aligned with industry-recognised security standards and best practices / certified to ISO 27001 / SOC 2 Type II audited]. [Include specific certifications, audit reports, or compliance attestations as applicable.] Our security controls are assessed through regular internal audits and [frequency] external assessments.
Guidance Note
Customise this response to accurately reflect the organisation’s current certification and compliance status. Do not claim certifications that are in progress as completed. If the organisation does not hold formal certifications, describe the standards and best practices that inform the programme.
[bookmark: _Toc223776140]Q: Do you conduct regular security audits?
Standard Response
Yes. [Organisation Name] conducts periodic internal audits of its information security programme to assess compliance with policies and the effectiveness of security controls. Audit findings are documented, risk-rated, and tracked to resolution. External assessments, including penetration testing and independent security audits, are conducted at least annually. Audit results are reported to senior management.
[bookmark: _Toc223776141]15. Handling Unaddressed Questions
When a questionnaire asks a question not covered by this guide:
1. Do not improvise a response. Consult the Information Security Lead.
1. If the question relates to a control that is in place, the Information Security Lead will draft and approve a response for inclusion in this guide.
1. If the question relates to a control that is not in place, the Information Security Lead will advise on how to respond honestly, including describing any compensating controls or planned implementation.
1. Never state that a control is in place if it is not. This creates contractual and reputational risk.
1. Track all new questions encountered so this guide can be expanded over time.
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